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Abstract?

Commercial tools for the automatic insertion of testing structures so far cover the
generation of highly dependable SRAMs only partially. This paper presents a tool to
achieve proper reliability levels in systems based on memories. The tool allows the
automatic insertion of BIST architectures for both OFF-line and ON-line memory
testing. The set of algorithms and architectures supported by the tool is not limited,
but it can be easily extended, to include innovative architectures and achieve the reli-
ability requirements in any application.

Using the tool, the user can generate dependable memories trading-off in the de-
sign process the dependability properties and costs.

Keywords:
MEMORY TESTING, ATE

! Contact Author: Paolo PRINETTO
Politecnico di Torino, Dipartimento di Automatica e Informatica
Corso Duca degli Abruzzi 24, 1-10129, Torino, Italy
Email: Paolo.Prinetto@polito.it

Phone: +39-011-5647007 Fax: +39-011-5647099

% This work has been developed under the project GRAAL S167P, funded Iialiae Ministry of the
University and Technological and Scientific ReseaifdivRST).



Page 2 of 17

1. Introduction

Memories are key components in highly dependable applications as space, defense
and automotive systems, and biomedical devices, since they play a crucial role in
terms of availability and serviceability They can appear in a big variety of sizes,
technologies (SRAMs, DRAMs, Rambus,...), and packaging (IP cores, chips, dedi-
cated boards). However, regardless of their actual implementation, memories proved
to be among the most critical devices with respect to lpmimanentand transient

faults, mainly due to the environmental stresses and interferences.

Strict requirements in terms &dult latencyusually imply a continuous monitoring
of memories, aiming at minimizing the time elapsed between the occurrence and the
detection of a fault, while avoiding any interruption or degradation of the system per-
formance. The adopted test strategies are usually bas@litiin Self-Test(BIST)
techniques, where ON-line (Concurrent and Not-Concurrent) [1][2][3] and OFF-line
[4][5] approaches often coexist. In particular, Concurrent ON-line BIST addresses
transient faults, continuously testing the system, concurrently with its normal behav-
ior. Not-Concurrent ON-line and OFF-line BIST, instead, are carried on during dedi-
cated time frames, where the system behavior is suspended, and it is used to periodi-
cally run deeper tests, aiming at detecting faults left uncovered by the Concurrent ON-
line test [6][7].

Commercial tools are nowadays available for the automatic insertion of the testing
architectures in complex systems [8][9]. These tools aim at improving the dependabil-
ity properties of the systems globally, facing with a wide range of different problems,
like the complexity of today's System-on-Chips exceeding one million gates, the
availability of multi-clock domains, the requirements for at-speed and IP cores testing.
The memory testing is one of the aspects addressed by the tools, which typically pro-
pose a set of effective, but limited, testing solutions. They mainly allow the insertion
of BIST logic for OFF-line testing, but few March-Tests are supported, and finally the
ON-line testing is not targeted. Therefore, nevertheless their strong effectiveness in
the majority of the applications, these tools do not guarantee the proper reliability lev-

els in safety critical systems based on memories.

In this scenario, the present paper proposes a tool targeting the automatic genera-
tion of highly dependable SRAMSs. The tool is nan@BRAALand has been developed
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under the project S167P founded by tkedian Ministry of the University and Tech-
nological and Scientific Resear§MURS).

GRAAL allows the automatic insertion of OFF-line and ON-line BIST architec-
tures for memory testing. The set of architectures supported by the tool is not limited,
but it can be easily extended to meet the dependability requirements or to include the
most innovative and last developed testing algorithms and architectures. GRAAL is
therefore complementary to the available commercial tools, since it targets aspects,

which so far they partially covered, only.

The innovative aspects in GRAAL are the flexibility properties of the tool.
GRAAL has been designed, developed and implemented targeting the following is-

sues:

* Independencefrom the technology, the system embedding the memory, and

the EDA environment

» Easyx-ability, in terms of tool upgrade- and maintain-ability, and advanced

design reusability

» Trade-offthe dependability-cost in the design process.

Thanks to GRAAL easy upgradeability and maintainability, there is not a-priori
limitation on the OFF-line and ON-line architectures that can be designed using
GRAAL.

In the actual version, the tool deals with single port memory but it can be easily ex-

tended to multi-ports memories.

This paper is organized as follows: Section 2 overviews the tool summarizing how
the achievement of the GRAAL targets has been addressed. Section 3, 4, and 5 briefly
focus on three aspects which are key in guaranteeing the GRAAL flexibility, respec-
tively the dependable memory architecture, the structure of the GRAAL database, and

the design flow in GRAAL. Section 6 eventually draws some conclusions.

2. GRAAL overview

To achieve the goals listed in Section 1, we mainly resort to two avenues of attack:
define a proper structure for the tool and design the dependable memory architecture

in a suitable way.
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The GRAAL structure is sketched in Figure 1. The easily upgrade- and maintain-
ability of the tool is obtained distinguishing two separate working environments, re-
spectively for the actual designers and for the tool manager. Moreover, a proper li-
brary is defined to store the dependable architectures.

In Figure 1, theDependable Memory SynthesiZ&MS) is the kernel of GRAAL
and is the environment exploited by the user to select inkihewledge Librarythe
proper dependable SRAM architecture. Kr@owledge Librarystores the dependable

SRAM architectures, and additional information to support the design flow.

The GRAAL Management TodGMT) is used by the tool manager to update the
content of theKnowledge Library Mainly, the tool manager inserts new architectures,
removes some existing ones, and stores for the available ones their technology de-
pendent characteristics. To achiedeehnology independencthe tool manager de-
rives the proper information from a set of external libraries, named in Figiiech-

nology Libraries

Theadvanced design reusabilitigday one of the main issue in the design flow, is
achieved in GRAAL through a prop&esign Reference Library repository of de-
pendable SRAM architectures, results of previous projects or preferably used by the
designer.

Finally, the GRAAL outputs are readable by the malidA environmentsThe
outputs include the synthesizable descriptions of the dependable architectures, in
VHDL language, and some scripts to interface with commercial synthesis and testing
tools. The scripts allow executing the synthesis process and performing the scan inser-
tion in the architecture. Being not customized on any specific EDA environment,

GRAAL is open to be widely used in the most common industrial design flow.

Concerning the dependable architecture, to makedgépendentrom both theem-
bedding systenand thetarget memorythe tool wraps the SRAM by dependable
memory collay in charge of interfacing the memory to the external environment and
guaranteeing the required dependability levels. The collar has been designed using a
strongly modular-based approach, and the user can select the suitable dependable ar-

chitecturetrading-offthe dependability properties and the implementation costs.
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Figure 1:The GRAAL tool

3. The Dependable Memory Collar (DMC)

The dependable memory colldDMC) embeds the dependability logic, and the
logic to interface with both the memory and the system environment in which the
memory is located. It includes tHauilt-In Self Test(BIST) logic for both OFF-line
and ON-line memory testing. To fulfill the target goals listed in Section 2, the DMC

has been designed in order to achieve a strongly modular structure.

The proposed approach relies on a set of elementary building blocks, each one tar-
geting different functionalities of the collar. The blocks are designed such as they can
be developed, updated and debugged as a stand-alone, but at the same time easily
composedo create a proper collar. Ad-hoc definades drive the building process,
and collars with various characteristics can be generated composing the blocks in dif-
ferent ways. The elementary building blocks are naireyers

3.1. The Layers

Figure 2 sketches the DMS structure: the collar consists in a four-Layers hierarchy,

in which the Layers are placed in anion skin-likemode.
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The DMC is first decomposed into three Layers: a middle Layer nahest Layer
(TL), and two external Layers, nam@&ystem Interface Lay€6IL) and theMemory
Interface Layer(MIL). The TL contains all the dependability logic and therefore
represents the kernel of the DMC; the remaining two Layers, the SIL and the MIL,
interfaces the TL with a specific system environment and with a given SRAM, respec-

tively.

The TL is then further sliced into two sub-Layers:

* The Test Access Method Lay€FAML), containing the BIST logic for OFF-

line and/or Not-Concurrent ON-line memory testing.

» TheEncoding Layer(EL), containing the BIST logic for Concurrent ON-line

memory testing; it mainly relies on data encoding.

DMC

SRAM ;“\

SIL

TL

Ry

TAML

EL

Figure 2:The Dependable Memory Collar (DMC)

Each Layer represents a sortldéck box,which can be filled by different architec-
tures, able to guarantee the functionality proper of the Layer, but differing in terms of
dependabilityand design propertiesThe design properties are technology-dependent
characteristics, as the area and the power consumption. The dependability properties
are the reliability characteristics of the Layer, as the performed testing strategies, the
detected faults, and the capability of correcting the memory data when affected by a
fault.
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As an example, for the TAML different architectures are obtained depending on
the executed March-Test [10]; in the case of the EL, the implementations differ based
on the performed encoding algorithm. Eventually, the MIL and the SIL are specific

for each memory and system environment.

To support the onion-skin-like structure drawn in Figure 2, a proper protocol has
been defined to exchange signals in the DMC. The communications occur between
neighbors Layers and the input/output protocol is fixed a-priori and able to support all

the different implementations of the Layers.

The proposed design solution achieves the following advantages. Being fixed the
communication among the Layers, they can be developed, updated and debugged as a
stand-alone. This aspects contributes to the easily upgrade- and maintain-ability of
GRAAL.

Moreover, the DMW structure contributes to the independence from the system
and the technology in GRAAL, since using the MIL and the SIL the TL becomes in-
dependent from the specific protocol required by both the memory and by the system

environment.

The MIL and the SIL converts the TL input/output signals into the proper protocol
required by the memory and the system environment, respectively. Therefore, the TL
does not interface either with tleetual memory and system, but withvértual mem-
ory and system, which exchange signals using a fixed I/O protocol.

3.2. The DMC characterization

The DMS is created specifying the Layers implementations, and its characteristics
are obtaineccomposingthrough a set o€omposition rulesthe design and depend-

ability properties of the instantiated architectures.

For the Layers in the TL, the architectures are chosen in order to fulfill the project
goals. The MIL and the SIL mainly introduce some extra logic for interfacing and

they are specific for each memory and system environment.

Table 1 and Table 2 list some composition rules for design and dependability char-
acteristics, respectively. In the former case, the rules are mainly arithmetic operators:
as an example, the DMC area is computed summing (rule “Sum”) the areas contrib-

utes of the architectures.
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Property Type of Value  Composition Rule
Area Integer Sum
Area Overhead Percentage Sum
Power Consumptio Real Sum

Table 1:Composition rules for the design properties

In the latter case, the rules are typically logic operators: as an example, the DMC
detects shorts faults if at least one of the available architectures (rule “Or”) detects
those faults.

Property Type of Value Composition Rule
Stuck-at Covere Boolean OR
Short Covered Boolean OR

Table 2:Composition rules for the dependability properties

4. The Knowledge Library

The DMC structure described in Section 3 maps in the Knowledge Library as three
Layer-Libraries, respectively for the MIL, TAML, and EL, each Library storing the
set of possible architectures for the corresponding Layer. The SIL only is not defined

a priori but is designed by the user supported by the tool.

4.1. The TAML and EL Libraries

To make the Knowledge Library easily upgradeable, the libraries for the two Lay-

ers in the TL have been structured in a two-levels hierarchy.

The basic idea is to decompose the Layer architectures in elementary blocks, dis-
tinguishing between the Layestructures and theimplementationf the instanced
components. Thstructureis the RT-level description of the architecture; in the struc-
ture the components and the interconnections are instantiated, but the components are

still as black boxes and no a specific implementation is assigned to them.

The proposed approach relies on the fact that often architectures have an equivalent

structure but they diversify for the actual implementations of the available compo-
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nents. As an example, the architectures for March-Test execution share the same RT-
level structure, but the actual descriptions of the BIST Controller and a Background
Pattern Generator depend on the performed March-Test. In a similar way, the same
RT-level description characterizes the architectures for ON-line error detection, but
the available encoding module is implemented differently based on the selected data-
encoding algorithm [11].

Based on the proposed approach, the three Layers Libraries have been organized as

sketched in Figure 3; each of them consists of:
» A Structures-library storing the RT-level descriptions of the architectures.

» A set of Component-librarypne for each component instantiated in the Struc-

tures-library, and storing the possible implementations the component.

Each entry in the Structures-library corresponds to a different structure; it includes
the pointer to the VHDL RT-level description, and for each instanced component the
links to the proper Component-library. Moreover, it contains the list of dependability
properties characterizing the structure, like whether it performs OFF-line memory
testing, Not concurrent On-line memory testing, memory data detection or memory

data correction.

Each entry in the Component-library corresponds to a different implementation of
the component; it contains the pointer to the VHDL description, and the list of design
and dependability properties of the implementation. As an example, in the case of the
BIST Controller, the dependability properties are the list of faults detected by the im-
plemented March Test; for the Encoder component, the list includes the faults de-

tected via the implemented encoding algorithm.

In the Layer Library, eachstructure and eachcomponent implementatiors

uniquelydescribed by the list of its dependability properties.

The Layer architecture is fully characterized once first a structure is fixed and then
an implementation for the components instantiated in the structure is selected. The
dependability and design properties for the architecture are obtained composing those
of the available components, and the evaluation process is driven by the composition
rules. The TL is fully characterized once the architectures of its two Layers have been

specified.



Structure Library

Page 10 of 17

Component
Library

= = Design Dependability
Name Properties Pointer
: Area=125 StuckAt
MarchBased1 | Off-Line archl.vhd Power=25 Transition
Internal-Test Coupling
March

Figure 3:The TAML and EL Libraries

4.2. The MIL Library

Each entry in the MIL library corresponds to a different type of memory. It stores
the technology for memory implementation, the range of possible word size and cells
number supported by the technology, and the list of design properties, parametric in
the memory size. Moreover, it contains the pointer to the VHDL description of the
MIL. For each different memory a specific MIL is available.

5. The Dependable Memory Synthesizer (DMS)

The DMS is the tool in GRAAL exploited by the user to design the DMC,; this tool

therefore represents the kernel of GRAAL.

The design process is carried on characterizing the Layers in the DMC one at the
time; the user interacts with the tool and drives the process in order to achieve the tar-

get requirements for the dependable RAM architecture.

Figure 4 sketches the basic design flow. The process is mainly structured into three

phases, which run sequentially: thiemory Selectiofirst, to state the target memory,
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the TL Designingthen, to fully specify the Layers in the TL, and t&&L Designing
finally, to interface the TL with the external environment. The three phases outputs
the VHDL descriptions of the MIL, TL, and SIL, respectively.

The execution of the three phases relies on content of the Knowledge Library for
the needed information; the TL Designing phase is further supported by the Design
Reference Library.

Before ending the design process, Wendup Phaseollects the MIL, TL, and SIL
VHDL files and provides the final synthesizable VHDL description of the DMC.
Moreover, it generates a report summarizing the DMC characteristics, and some
scriptsto interface with commercial synthesis and testing tools. The scripts allow the
synthesis of the dependable architecture and the automatic insertion of scan chains in
the DMC.

The DMS tool has a strongly modular structure, since the phases are independent,
and exchange information though tReoject DatabaseThe database is filled up dur-
ing the design flow and at the end its content summarizes the characteristics of the
DMC.

P e
Memory, S
———— . Ne—
Selection
| Knowledge
Library
v
Project
I DeSIgnlng Datajbase
N ]
v
s||_ > Design
@ o* Designing Reference
\__Library J
N @@

;I WindupiPhase

Synthesis & Dependable
Test scripts Memory Collar

Figure 4:The DMS Design Flow
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5.1. The DMS Main Console

The DMS tool has been implemented in standard C, with a graphical front-end for
Microsoft Windows®. Figure 5 shows the DMS main console; it includes three sec-
tions: onedisplayerfor all the graphical user interfaces (GUIs) activated through the
design flow (on the left side), onmonitor for the DMC properties (on the bottom-
right), and finally onetracer showing the actual step in the design flow (on the top-
right).

The monitor shows the target and actual values for all the design and dependability
properties of the DMC, allowing to verify the consistency between them. The target
values are typically stated by the user at the beginning of the project, while the actual
values are automatically updated during the whole design flow based on the adopted

solutions.

Thetracer shows the whole Layers-hierarchy in the DMC. The Layers are colored
differently based on their status: tkéhite color states not-characterized Layers i.e.,
they still are black boxes; tHeght greypartially characterized Layers, i.e., their struc-
tures are specified; thaark greyfully specified Layer, i.e., specific architectures are

assigned to them.

‘#, GRAAL Console o i =10

File Edit Project Tools Window Help

System Interface

TAM

Area 15000 (0 I

Area Overhead

Paoweat 2000 0

Otf-line Falze Falze
Cr-line True Falze
Tranzpsrert True Falze
Stuck-at True Falze
Transition True Falze
Address True Falze

5

Figure 5:The DMS Main Console
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5.2. The Design Flow

The present section describes the design phases, showing how they are imple-
mented in the DMS.

5.2.1. Phase 1. Memory Selection

Figure 6 shows the GUI for the memory selection; it allows efficiently accessing
the MIL Library to select the target SRAM.

The user specifies the technologlechnology and the memory sizéNord Size
and Cells Numbey, and then selects among the memories available for that technol-
ogy the one Kemory having suitable design propertiesstimated ParameteysThe

design properties (e.g., area, power consumption) are run time evaluated by the tool.

At the end, the memory characteristics are stored in the Project Database, and the

MIL VHDL description for the target memory is provided.

# GRAAL Console e s =[Ol ]
File Edit Project Tools Window Help
System Interface
x
Memory Selector & x| =
Techhology temary stimated Parameters
Femom Area 400

L5I-G11 PowerConsumption: 200

Word Size Cell Mumber Actual selection

|s 1024 |Memory2

Drescription

Law power 7| area 15000 | 400

ﬂ Area Cverhead
Povver 2000 200
Beload I Save Cloge | Off-line Falze Falze
On-ling True Falze
Transparert True Falze
Stuck-at True False
Tranzition True False
Address True False J
-

Figure 6:Memory Selection GUI

5.2.2. Phase 2: TL Designing

The present phase is further structured in two steps, nédteddtures Selection

and Components characterizatiotn the former, based on the target dependability
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requirements the user fixes the functionality to include in the TL, i.e., it selects the
proper structure for each Layer in the TL. In the latter, the user completes the Layers

characterization, selecting a specific implementation for the instantiated components.

During the present phase, the main design and dependability properties of the
DMC are fixed. When concluded, the Project Database is updated with these values,
and the tool outputs the VHDL descriptions of the Layers structures and of the instan-

tiated components.

5.2.2.1. Structures Selection

This process is carried on in an interactive way, considering the Layers one at the
time. For the target Layer, the user sets the desiddegtandability propertieand the
tool uses this information to find out in the Knowledge Library the Laseucture
characterized by such properties.

Figure 6 reports the GUI: on the right, the whole list of all the dependability prop-
erties characterizing the structures of the Layer is showed; sideways, the set of possi-
ble structures is displayed.

The user identifies a specific structure out of the available ones in one of the two
following ways. He can directly select a specific structure, and in this case the tool
marks the matching dependability properties in green and in red the others.

As an alternative, the user can select one at a time, the target dependability proper-
ties. Once a propertied is selected, the tool marks in green the matching structures and

in red the others.
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Figure 6:Structures Selection GUI

5.2.2.2. Components Characterization

Using an approach similar to the one for selecting the Layer structure, the user
completes the TL characterization fixing an implementation for all the instantiated

components.

The components are considered one at a time. The tool shows the whole list of all
the dependability properties characterizing the implementation of the component and
the set of its possible implementations. The user either selects a specific implementa-

tion directly or states the target dependability requirements.

Besides, during the present phase the user can rely obdéksgn Reference Li-

brary, and select one of the components implementations stored in it.

Going on with the characterization process, the design and dependability properties
of the TL are modified according to the properties of the adopted solutions. Typically
during the present phase, the user evaluates the consistency between the target and
actual values of the DMC properties. Based on the result of the comparison, the user
can either select a different implementation for some/all the instanced components or

re-execute Phase 2 and selects different structures for the TL.
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5.2.3. Phase 3: SIL Designing

The user interacts with the tool to describe the SIL, based on the TL functionalities
and on the communication protocol of the external environment. The SIL is described

in VHDL language.
The tool provides a VHDL template in which the whole set of TL input/output sig-

nals is listed; the user links these signals with the ones coming from/going to the ex-
ternal environment. The GUI is shown in Figure 7, and contains both a VHDL editor

to easily modify the template, and a VHDL compiler to verify its correctness.

‘w5, GRAAL Conszole
File Edit Project Tools Window Help

Ix

System Interface Wrapper generator

WHDL Editor

library IEEE;
use |EEE.std_logic_1164.all;

—

entity SIW is
generic (N, M: integer);
port (
Sync_Reset: in std_logic;
NT: in std_logic;

CS: in std_logic;
WE: in std_logic;
A: in std_logic_vector (M-1 downto 0);

Din: in std_logic_vector (N-1 downto 0); LI
Cempils lagger frea 15000 12820
;I Area Crverhesad
;I Powver 2000 1640
Ctf-line False False
Beload Compile LCloge | Cni-line True True
Transparert True True
Stuck-at True True
Transition True True
Address True True
- |

Figure 7:The SIL Designing GUI

5.2.4. Phase 4: Windup Phase

This phase collects the VHDL description of tBéL, TL StructuresTL Compo-
nents and theMIL, and produces the final VHDL of the whole dependable memory
collar. Moreover, the tool generates scripts to synthesize the final architecture, and the

automatically insert scan chains in the DMC, with commercial tools.



6.

Page 17 of 17

Conclusions

This paper presented a tool named GRAAL for the automatic generation of highly

dependable memories. A proper structure has been defined for both the tool and the

dependable memory, in order to achieve a very high degree of flexibility.

The easy upgrade- and maintain-ability of the tool makes it open to support always

the most advanced testing strategies and architectures; the design flow allows the user

to identify the proper architectures trading-off the dependability-cost. GRAAL can be

complementary to the available commercial tools for inserting testing structures, since

it targets aspects, which so far they partially covered, only.
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